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(57) ABSTRACT 

The invention is an optimistic locking mechanism which 
allows Internet access to a database while maintaining data 
integrity in a stateless web environment. One embodiment 
of the invention incorporates a conventional IMS residing on 
a host computer and includes a generic transaction module 
which retrieves original data segments from the an IMS 
database in response to a search request from a web user. 
This embodiment of the invention further includes a server- 
side interface module for duplicating the original data seg- 
ment into identical lines of data segments. One data segment 
may be updated by a web user whereas the other data 
segment remains constant and serves as a reference of the 
original state of the data segment. Both data segments are 
transmitted to a web user who may make changes to one data 
segment but not the other. Both data segments are returned^ 
and the generic transaction module comparessthe state.data 3 * 
segm*ent to a current data segment to, determine if the web*' 
user update!* were based on me current statef 11 so, the IMS 
is updated to~ reflect the web user updates. If the web user 
updates were not based on the current state, the data seg- 
ments are updated to reflect the current state and are then 
retransmitted to the web user. In this manner, a web user is 
allowed to update only data segments which are current, 
thereby maintaining integrity of the database. 

32 Claims, 4 Drawing Sheets 
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APPARATUS, METHOD, AND ARTICLE OF number etc. Thus, users such as a customer are able to access 

MANUFACTURE FOR CLIENT-SIDE the database through the Internet and are provided with the 

OPTIMISTIC LOCKING IN A STATELESS ability to alter only nonsensitive data. 

ENVIRONMENT Generally, outside users access the IMS system through 

5 conventional browser technology. Through the browser, the 

BACKGROUND OF THE INVENTION user may request specific data from the IMS system. In 

1 The Field of the Invention response, the IMS accesses and transmits the nonsensitive 

t , information to be displayed by the browser for the user's 

The present invention relates to data base management, feview ^ ^ then access the displayed information, 

and more specifically, to mechanisms for accessing and 10 u date it according t0 the ^ s needSj md transmit the 

editing records of a database across the Internet while dated data back tQ the IMS tem 

maintaining data integrity. „„ 

o d t* k While standard business database logic and rules need not 

2. The Relevant Technology be applied to nonsensitive information, any modifications to 

Conventional mainframe databases have proven the data must still follow standard integrity, serialization, 

extremely useful and necessary for data management by 15 and locking rules. For instance, conventional lockingjstan- 

various entities. Mainframe databases must be extremely dards require rthat-when-auser "retrieves data thatj s^oM e, 

reliable and are in many instances capable of handling large updated, t he'daT^muTt b e locked so that iFcanhot be^hanpd., 

transactional loads. One example of such a database man- un til the update is completed. After the update is completed, 

agement system is the Information Management System t he data is sent back to the IMS system, which commits the 

(IMS) available from IBM Corp., Armonk, N.Y. An IMS 20 changes to the system. Because the data was locked, the data 

system[s] allows access to one or more databases in order for ^ maintained internally consistent until the changes are 

users to interact with the data maintained on the database. logged and the data is again opened for user access. 

The majority of user access involves transaction. Transac- ^ Intemet system for accessing data from a data base is 

tions may involve incorporating business logic into database absent many advantages of a conV entional network system, 

updates. Integrity and verification of database updates are 25 ^ e le> a web ^ does nQt necessarily stay conne cted 

protected by ensuring that business logic has been applied tQ the tem dud a tran saction, and the system is not able 

and that editing rules are confirmed. In this manner, database t0 ^ what tfae ^ fa doing w[th data downloaded to the 

updates are guaranteed to be correct. web 5rowser . Additionally, the system does not know when 

Throughout, reference will be made to an IMS database ^ a we b user intends to enter data or update data, nor does the 

management jiystem running on a mainframe computer with ~ " system know if or when the web user will return any updates 

Gccompanyin^middieware^acting .-as JWorld^^Wide ^Wgb ; 0 r if the web user has terminated a connection with the 

servexfor allowing Jgternet access-to theTOajjase. This is an system. Thus, conventional locking systems are not effective 
exemplary environment orilyjMcTtlie7 invention presented in m Internet environment. A locking mechanism is gener- 

feL eafter ^ U a PP lv to any Internet accessible database o r r ^ ally unable to lock data upon transmission of the data to a 

oti^_databasejn_EL state less.environment. For example, a we b browser, because the system does not know when to 

web-accessible relational database, such as Oracle 8i, IBM unlock the data. 

DB2, or Microsoft SQL Server 7.0, would encounter the A CO nventionalJechnique known as optimistic locking 

same problems presented hereafter and could equally make <n^s3e^n.used.to:elWinate-the~ ^ne^^locking^ata for long-^ 

use of the present invention. Furthermore, the present inven- periods of time during data tnmsm is S i 0 ns over the web. ^ 

tion provides benefit in any stateless situation when it is r OptiS^^ldngTss~un3eFttiat .tfc^dSa^n^ not'be lockedr^A 

unknown at the time of a database request, when, if ever, the Cbecause it is not Jikely that an^ else is-goin^o : chaBge3 ^ 

requestor will return with modified data for update into the the data Therefore, the data is_ not lo^d,<but'is:^^^ 

database. verifyjwtiethe'r anyone-has changed any data beforelhe web^-p 

Sensitive information, such as payroll systems, are not ^ 5 ^use r makes the -updated ? 
allowed to be accessed or updated absent this form of Optimistic locking requires a host to remember an initial 
guarantee. For example, in a financial transfer between two state 0 f all data sent by the host to the web user. When the 
accounts, one account is credited and another account is we5 ^ returns updated data, .the, host .checks the data- to- 
debited. The system must handle this transfer as one unit ^^ylBaUhe-original data sent -to^the-user is^still current.) 
even though accessing two independent databases. In order 5Q If ^ the update d data is verified as being based on the 
to ensure that each database update is correct, this transac- curre nt data, and is entered into the system. If the original^ 
tion must be verified for both databases in order to confirm data ~has been momlea^^ate is not -allowed to occur, 
and complete the transaction. Otherwise, the transaction is ar3 jfieluser. is. notified of the modified; data.ji; 
not allowed to proceed. Optimistic locking mechanisms are very effective in deal- 
IMS systems are frequently made accessible over closed 55 mg w i t h database updates in certain instances, such as when 
networks such as LANs and WANs in order to enable users dealing with relatively few active web users. For example, 
on the network to make transactions on an enterprise's a host dealing with only ten users at a time can easily 
database. More recently, IMS systems have been made accommodate and remember ten initial states. Difficulty 
accessible to users communicating across the Internet to arises when a host must dedicate resources to retaining 
enable user transactions on the database. Such Internet- 60 thousands or millions of states. Systems open to Internet 
enabled use provides users physically remote to the enter- acC ess are such an environment, as the web allows millions 
prise with the ability to transact with the databases. of users to access an IMS system at any given time. In order 
Generally, these outside users are allowed to access data to accommodate such vast numbers of web users, a host 
that does not have critical data elements. Such nonsensitive would be forced to maintain an elaborate state table and 
data need not have business data, database logic, and busi- 65 dedicate substantial resources to maintaining the state table, 
ness rules applied thereto. Nonsensitive data may include, Such a burden on a host's resources may easily exceed what 
for example, a customer's name, address file, telephone the host is effectively able to manage. 
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Thus, from the above discussion, it is apparent that it optimistic lock succeeded and it is okay to update theV' 

would be advantageous to accommodate Internet-enabled database. If it is -not the same," then the data has been 

transactions on a database, while retaining the advantages of previously modified since the requestor originally received 

optimistic^ locking mechanisms. It would also be advanta- the state data and the client -side optimistic lock failed, 

geous^o provide-an optimistic locking mechanism that is 5 On major advantage of the client-side optimistic locking 
efficient and highly scalable, -in orderlp accommbdate Xhcy mechanism is that all the state data is stored by the client and 

large numbers of usersJhat may-access a database over the^ the database and database management system need to store 

Internet. It would similarly be an" advantage" to provide an and manage a minimal amount of information and do not 

optimistic locking mechanism that operates in conjunction have the added complexity that may frustrate even attempt- 

with conventional web browsers and with conventional IMS 10 mg any form of optimistic locking. This is particularly 

systems. It would be a further advantage to provide an important when allowing Internet-based access to existing 

optimistic locking system that is capable of reliably and databases using the stateless web protocol, HTTP, 

cost-effectively implementing Internet access of an IMS Xo ac hi e ve the foregoing object, and in accordance with 

system. tne mV ention as embodied and broadly described herein, one 

CTT ww ADV ^ r-prr 15 embodiment of an Internet-enabled locking mechanism of 
OBJECT AND BRIEF SUMMARY OF THE . . ,. . , , , . & ™ T . 

INVENTION present invention is described herein. The Internet- 

enabled locking mechanism, in the embodiment to be 

The apparatus of the present invention has been devel- described and illustrated herein, incorporates a conventional 

oped in response to the present state of the art, and in IMS residing on a host computer. The IMS is configured 

particular, in response to the problems and needs in the art 20 with a memory and a modules including a generic transac- 

that have not yet been fully solved by currently available tion module stored in the memory and executable by a 

data integrity verification and locking mechanisms. Thus, it processor. The generic transaction module is configured to 

is an overall objective of the present invention to provide an retrieve data requested by a web user, referred to herein as 

optimistic locking mechanism which allows Internet access an "original data segment," from the IMS in response to a 

to a database while maintaining data integrity in such a web 25 search request from the web user. 

environment. The modules stored in the memory further include a 
The present invention is described as a method, computer server-side interface module. The server-side interface mod- 
program product, and system for client -side optimistic lock- ule duplicates the original data segment into two identical 
ing in a stateless environment is presented. A database is _„ lines of data segments formatted as a modifiable data 
accessible by a requester.VThe_re]juestor may be an internet-; segment and a state data segment. The modifiable data 
enabled application _that makes database requests over the segment is displayable to and modifiable by a web, whereas 
Internet,Ca webserver allowing users to access a-database,:an^ the' state da^a^ 
^application making direct requests to the database over any modifiMe^ 
communications network, such as LAN, WAN, Internet, 35 and>mayfi6t be modified." 

etc., or any other agent or combination of agents commu- When the web user requests data from the database, the 

nicating data requests to the database. modifiable and state data segments are accessed by a server, 

It is important that the requestor Contain apportion or client^; which incorporates the data segments into a web page 

that. is. distributed on -a-different computer system than -7 format. The thusly formatted modifiable and state data 

Contains, .the database and ^database managementrsystem.^ 40 segments are then transmitted over the Internet by the server 

This "client*] portion will receive and store the state data as to the web user, who is able to view the modifiable data 

explained-hereaften ^ may comimr-f; segment with a conventional web browser, 

nicate with„a database management system to access ~data*£ The web user may update the modifiable data segment 

^hat is served as HTMLpages to a browser using the Internet 7 ^ and transmit the modifiable data segment back to the server 

as a communications network and the Hyper Text Transport 45 for entry into the database. The modifiable data segment is 

Protocol to transfer the accessed data. The "client" portion sent to the server, in such an instance, and the accompanying 

would be the.browser.__ combined with the ".HTML", page!*** state data, segment — which is not "modified— is also sent,/ 
Requestor refers to all components, code, etc. that handles /preferably concurrently, and transparendy^-l^e^'Stial&^d&fi/ 

data from a database to a client over a communications segments^ of 

network, including the client portion. 50 the modifiable and.state„data segments. 

In responsejo ajequest,^the database will send state data~^r The generic transaction module receives the modifiable 

showing Jhe_state-of-the data- at the time the request waS"*"® and state data segments and compares the state data segment 

serviced (e.g., _ received by the database management with a current data segment stored in the IMS. The current 

system). When the requestor desires to change~(eTg., update) data segment represents the current state of the original data 

the : 'requested data in the database, the requestor wiUTsendp 55 segment. The generic transaction module determines 

"and the database management system-will receive^bottHhej whether the state data segment and the current data segment 

state data anoLthe .changed or modified state data"?(i.e., are equivalent and, if so, alters the current data segment to 

"modified data"). In this sense, an optimistic lock is per- reflect the updated modifiable data segment, 
formed on the data that is managed and stored by the client If the state data segment and the current data segment are 

portion of the requester, 60 not equivalent, the generic transaction module does not enter 

The database management system may receive at some the updates from-the web user. ^Instead, the gejo^c^^ns^ac^ 

future point in time both the state data, representing the tion module,,up4^ 

previous state of the system at the time of the initial request, to refle^th^ cuaen^oVa^gm the modi-' 

and the modified data (i.e., the state data with the desired fiaffie and state data segments to the wet) user/ 
changes). Upon receipt, Jhe^database management system 65 Under the present invention, a web user is allowed to 

simply ch^ update only data segments of a database that are current. 

L^r^^S^^^G^ima^" lf so, then th*e" client-side Data integrity within the database is thereby maintained. 
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Maintaining database integrity during web transactions is 
not overly burdensome on a host database system under the 
present invention, as reference state data segments are 
maintained external to the host, thereby preserving the 
host's resources and allowing for high user scalability. The 5 
present invention provides the benefits of optimistic locking 
to Internet access of databases, and employs conventional 
browser and server technology in so doing. 

These and other objects, features, and advantages of the 
present invention will become more fully apparent from the 10 
following description and appended claims, or may be 
learned by the practice of the invention as set forth herein- 
after. 

BRIEF DESCRIPTION OF THE DRAWINGS is 

In order that the manner in which the above-recited and 
other advantages and objects of the invention are obtained 
will be readily understood, a more particular description of 
the invention briefly described above will be rendered by 2Q 
reference to specific embodiments thereof which are illus- 
trated in the appended drawings. Understanding that these 
drawings depict only typical embodiments of the invention 
and are not therefore to be considered to be limiting of its 
scope, the invention will be described and explained with 25 
additional specificity and detail through the use of the 
accompanying drawings in which: 

FIG. 1 is a schematic block diagram illustrating one 
embodiment of a computer system for implementing an 
Internet -enabled data locking system of the present inven- 30 
tion. 

FIG. 2 is a schematic block diagram illustrating one 
embodiment of a system for employing an Internet-enabled 
data locking system of the present invention, including 
modules for executing the functions of the invention on the 35 
computer system of FIG. 1. 

FIG. 3 is a table displaying one embodiment of data 
segments used by the Internet-enabled data locking system 
of FIG. 2. 

FIG. 4 is the table of FIG. 3 modified to show all data 40 
segments used by the Internet-enabled data locking system 
of FIG. 2. 

FIG. 5 is the table of FIG. 4 modified to show an updated 
data segment. 45 

FIG. 6 is a schematic flow chart illustrating one embodi- 
ment of a method of using the Internet-enabled data locking 
system of FIG. 2. 

DETAILED DESCRIFHON OF THE 

PREFERRED EMBODIMENTS 50 

The presently preferred embodiments of the present 
invention will be best understood by reference to the 
drawings, wherein like parts are designated by like numerals 
throughout. It will be readily understood that the compo- 55 
nents of the present invention, as generally described and 
illustrated in the figures herein, could be arranged and 
designed in a wide variety of different configurations. Thus, 
the following more detailed description of the embodiments 
of the apparatus, system, and method of the present 60 
invention, as represented in FIGS. 1 through 6, is not 
intended to limit the scope of the invention, as claimed, but 
is merely representative of presently preferred embodiments 
of the invention. 

FIGS. 1 through 6 are schematic block diagrams and flow 65 
charts that illustrate in more detail the preferred embodi- 
ments of the present invention. The schematic block dia- 
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grams illustrate certain embodiments of modules for per- 
forming various functions of the present invention. In 
general, the represented modules include therein executable 
and operational data for operation within a computer system 
of FIG. 1 in accordance with the present invention. 

As used herein, the term executable code, or merely 
"executable," is intended to include any type of computer 
instruction and computer executable code that may be 
located within a memory device and/or transmitted as elec- 
tronic signals over a system bus or network. An identified 
module of executable code may, for instance, comprise one 
or more physical or logical blocks of computer instructions 
which may, for instance, be organized as an object, 
procedure, or function. Nevertheless, the executables of an 
identified module need not be located together, but may 
comprise disparate instructions stored in different locations 
which together comprise the module and achieve the pur- 
pose stated for the module. Indeed, an executable may be a 
single instruction, or many instructions, and may even be 
distributed over several different code segments, among 
different programs, and across several memory devices. 

Similarly, operational data may be identified and illus- 
trated herein within modules, and may be embodied in any 
suitable form and organized within any suitable type of data 
structure. The operational data may be collected as a single 
data set, or may be distributed over different locations 
including over different storage devices, and may at least 
partially exist merely as electronic signals on a system bus 
or network. 

FIG. 1 is a schematic block diagram that illustrates a 
computer system in which executable and operational data, 
operating in accordance with the present invention, may be 
hosted on one or more stations 10, 60 in a network 30. The 
network 30 may comprise a local area network (LAN), a 
wide area network (WAN), and may also comprise an 
interconnected system of networks, one particular example 
of which is the Internet and the World Wide Web supported 
on the Internet. 

Referring again to FIG. 1, a computer station 10 typically 
includes a processor 12. The processor 12 may be operably 
connected to a memory 14. The memory 14 may include one 
or more devices such as a hard drive 16 or other non-volatile 
storage device 16, a read-only memory (ROM) 18 and a 
random access (e.g. volatile) memory (RAM) 20. 

The computer station 10 may also include an input device 
22 for receiving inputs from a user or another device. 
Similarly, an output device 24 may be within or be acces- 
sible from the computer station 10. A network interface card 
26 or port 28 may be provided for connecting to outside 
devices, such as the network 30. In the case where the 
network 30 is remote from the computer station, the network 
interface card 26 may comprise a modem, and connect to the 
network 30 through a local access line 31, typically a 
telephone line. 

Internally, a system bus 32 may operably interconnect the 
processor 12, memory devices 14, input devices 22, output 
devices 24, network card 26 and port 28. The system bus 32 
may be thought of as a data carrier. As such, the bus 32 may 
be embodied in numerous configurations. Wire, fiber optic 
line, wireless electromagnetic communications by visible 
light, infrared, and radio frequencies may likewise be imple- 
mented as appropriate for the bus 32 and the network 30. 

The input devices 22 may include one or more physical 
embodiments. For example, a keyboard 34 may be used for 
interaction with the user, as may a mouse 36. A touch screen 
38, a telephone 39, or simply the telephone line 31, may be 
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used for communication with other devices, with a user, or 
the like. Similarly, a scanner 40 may be used to receive 
graphical inputs which may or may not be translated to other 
character formats. A hard drive 41 or other memory device 
14 may be used as an input device whether resident within 5 
the computer station 10 or some other terminal 60 on the 
network 30, or from another interconnected network (e.g. a 
network formed by a Point of Presence (P.O.P.) 52, a local 
exchange 56, a router 58, and the terminal 60). 

The output devices 24 may likewise include one or more 10 
physical hardware units. For example, in general, the port 28 
may be used to accept inputs and send outputs from the 
computer station 10. Additionally, a monitor 42 typically 
provides outputs to a user for feedback during operation of 
the computer station 10, e.g., for assisting two-way com- 15 
munication between the processor 12 and a user. A printer 44 
or a hard drive 46 may be used as output devices 24 for 
outputting information generated or otherwise collected 
withing the computer station 10. 

In general, the computer station 10 may be connected as 20 
a terminal 60 to the network 30. In one manner of 
connection, common on the Internet, the computer station 10 
is connected through a modem 26 through the local access 
line 31 to a router 48. The router 48 is typically a local 
telephone presence managed by a local service provider. The 25 
router directs communication to a local exchange 50, which 
is typically a public telephone company switching center. 

Once within the public telephone company, the commu- 
nications are routed to a regional switching center, or P.O.P. 
52. The P.O.P. 52 connects over a backbone 54 with the other 30 
points of presence 52, which in turn connect other terminals 
such as the terminal 60 through local exchanges such as the 
local exchange 56 and routers such as the router 58. As other 
manners of network interconnection exist and are well 
known, the illustrated configuration is given only as one 35 
representative example. 

In general, the network 30 may comprise a single local 
area network, a wide area network, several adjoining 
networks, an intranet, or as in the manner depicted, a system 4Q 
of interconnected networks such as the Internet. The indi- 
vidual terminals 60, 10 on the network may have varying 
degrees and types of communication capabilities and logic 
capability. Different communication protocols, e.g., ISO/ 
OSI, IPX, TCP/IP, may be used on the network, but in the 45 
illustrated case of the Internet, a single, layered communi- 
cations protocol (TCP/IP) enables communications between 
the differing networks and terminals. 

In general, the network 30 allows terminals such as the 
terminals 60, 10 to communicate with each other, with 50 
application servers (not depicted), and with input/output 
resources such as the printer 44 or scanner 40. In so doing, 
a communication link may exist, in general, between any 
pair of devices. 

Referring now to FIG. 2, the present invention, in one 55 
embodiment, includes a plurality of modules containing 
executable code and operational data suitable for operation 
within the memory devices 14 of FIG. 1, including the hard 
drive 41, the storage device 16, the RAM memory 20, and 
the ROM memory 18. The memory devices 14 may be 60 
located within the local computer station 10, or within a 
remote station 60. The memory devices 14 may also be 
distributed across both local stations 10 and remote stations 
60. 

As shown in FIG. 2, the present invention is embodied as 65 
an Internet-enabled data locking system 100. In the depicted 
embodiment, the present invention incorporates the use of a 
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conventional information management system (IMS) 102. 
The IMS 102 is preferably a multiple address-based system 
for managing, accessing and transacting with one or more 
addressable bases 104. Each addressable base 104 may be an 
individual database or a component of or set of records 
within a database. The depicted addressable base 104 
includes an application module 106 for management of its 
respective addressable base 104. The addressable base 104 
further includes data such as data segments 108, organized 
in various formats. 

In one embodiment, the IMS 102 is embodied as a 
hierarchical database. The Internet-enabled data locking 
system 100 is suitably adapted for use with relational and 
object oriented databases as well. The IMS 102 is shown 
provided with a generic transaction module 110. The generic 
transaction module 110 preferably locates and retrieves 
specific data segments 108 in their respective addressable 
bases 104. The generic transaction module 110 operates in 
conjunction with the application module 106 in retrieving 
the data segments 108. The generic transaction module 110 
is shown provided with a transaction manager module 112 
which is assigned primarily responsibility for locating and 
finding specific data segments 108. 

The generic transaction module 110 is also shown includ- 
ing a comparison module 114. In the depicted embodiment, 
the comparison module is used to compare data segments 
108 in a manner to be described below. 

The Internet-enabled data locking system 100 is also 
shown provided with a server-side interface module 116. 
The depicted server-side interface module 116 formats data 
segments 108 and delivers the data segments 108 to the 
server 118. In the embodiment of FIG. 2, the server-side 
interface module 116 is resident in the information manage- 
ment system 102. In an alternative embodiment, the server- 
side interface module 116 is resident in the server 118. 

The server 118 is resident on a computer station 10. The 
IMS 102 may be resident on the same computer station 10, 
or on a communicating computer station 10. Together the 
servers 118 and the IMS 102 are defined as a host. The server 
118 is preferably configured with conventional server soft- 
ware such as a server module 120 which handles the 
uploading and downloading of web pages 122 across the 
Internet 30. 

The depicted web page 122 contains conventional HTML 
documents 124. The HTML documents 124 are used for 
formatting and defining web pages 122 and contain conven- 
tional tags and objects for this purpose. The web page 122 
further contains data segments 126 and 128. The data 
segments 126 and 128 are herein referenced as modifiable 
and state data segments 126, 128 and reflect a specific data 
segment 108 which was originally resident in the address- 
able base 104. The modifiable and state data segments 126, 
128 are discussed in greater detail below. 

The server 118 is shown operably connected to the 
Internet 30 for downloading and uploading of data as web 
pages 122, A remote site 130 corresponds to a remote 
terminal 60 of FIG. 1 and is connected though the Internet 
30 with the computer station 10 on which the host is 
operating. The remote site is configured for downloading 
and uploading web pages 122 in a manner known in the art. 

As depicted, the remote site 130 is provided with a 
conventional browser 132. The browser 132 formats and 
constructs the web page 122 by interpreting HTML docu- 
ments 124 received from the server 118. Under the present 
invention, the web page 122 transmitted by the server 118 to 
the remote site 130 contains the modifiable and state data 
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segments 126, 128. Nevertheless, the modifiable and state segment 126 is transmitted to the remote site 130. The state 

data segments 126, 128 may be transmitted in any suitable data segment 128 is preferably hidden from view, however, 

manner. and is not viewable with the browser 132. The stale data 

One advantage of the present invention is that the remote segment 128 also remains unmodified, and as such, does not 

site 130 must be configured only with a universal browser 5 reflect the modifications to the updated modifiable data 

132 in order for the web user to interact with the Internet- segment. The state data segment 128 thus remains suitable 

enabled data locking system 100. Thus, the present inven- for use as a reference to determine the original state of the 

don has a significant advantage over conventional network modifiable data segment 126. 

systems which require client-specific and server-specific The present invention contemplates that the data segments 

software to be installed at all remote sites in order for the 10 108, which are retrievable by the web user, are nonsensitive 

client and the server to interact with one another. Of course, data segments and do not require application of business 

the present invention could be implemented with such logic rules. Thus, web users who do not belong to the 

specific types of software, but in order to realize the fullest enterprise to which the system 100 belongs are able, and in 

advantage of the present invention, the depicted manner of many cases encouraged, to access and update the data 

configuring the remote site 130 with only the universal 15 segments 108 as desired. 

browser 132 is preferred. Under the present invention, a web user may rewrite the 

In operation, a web user located at the remote site 130 modifiable data segment 126 in order to update the data 
utilizes the browser 132 to send a request for a data segment segment 126 according to the user's preferences. Thus, a 
108 stored on the IMS 102. This request is sent across the user may update information regarding a customer's 
Internet 30 to the server 118, where the request is interpreted 20 address, account number, telephone number, and so forth, 
by the server module and delivered to the server-side inter- The updated modifiable data segment 126 and the state data 
face module 116. The server-side interface module 116 segment 128 are returned across the Internet 30 and sub- 
formats the request into a format readable by the generic mitted to the server 118. The server module 120 receives the 
transaction module 110. The request may also be examined updated data segment 126 and the state data segment 128 
according to the web user's privileges on the system 100, 25 and transmits them to the server-side interface module 116. 
such that only data segments 108 for which the user is The HTML language has the advantage of naming in 
authorized are returned. ASCII individual lines of data. Accordingly, it is a simple 

The transaction manager module 112 reads the request matter for the server-side interface module 116 to identify 

and, in conjunction with the application module 106, the modifiable and state data segments 126, 128 which are 

addresses the appropriate addressable base 104 and retrieves 30 resident in a web page 122 as individually identified lines, 

one or more database segments 108 that satisfy the request. In one embodiment, the server-side interface module 116 

For the purposes of this discussion, the present invention performs a simple mapping exercise to retrieve the modifi- 

will be initially described with reference to only a single data able and state data segments 126, 128. 

segment 108. ^ The modifiable and state data segments 126 and 128 are 

As used herein, the term "data segment" is intended to delivered to the generic transaction module 110. The trans- 
include any grouping of data accessible within a database. action module 112 notes the data segments 126, 128 and 
As such, a data segment may comprise one or more related accesses the appropriate addressable base 104 to retrieve a 
attributes, and preferably comprises a single row, line, or current copy of the data segment 108, referred to as the 
entry of data from the database. FIG. 3 shows two data 4Q "current data segment." It is possible that during the current 
segments 152, 154 as an example of the possible organiza- update transaction with the remote site 130, the data segment 
tion of a data segment. 108 was accessed by another work station and has been 

Once the data segment 108 is retrieved, the transaction updated. If this is the case, the state data segment 128 will 

manager module 112 passes the retrieved data segment 108 no longer mirror the current data segment 108. 

to the server-side interface module 116. At this point, the 45 The transaction manager module 112 retrieves the current 

data segment 108 is referred to as an "original data data segment 108 and temporarily locks the current data 

segment," because it represents the retrieved data segment segment 108. This prevents any updating of the data seg- 

108 as it existed within the addressable base 104 prior to the ment 108 while the comparison is performed. The compari- 

transaction with the remote site 130. son is preferably of a relatively short duration. 

The server-side interface module 116 formats the original 50 The comparison module 114 compares the state data 

data segment 108 and generates a duplicate copies of the segment 128 to the current data segment 108. If the state data 

original data segment 108. The copies of the data segment segment 128 and the current data segment 108 are 

108 are the modifiable data segment 126 and the state data equivalent, the comparison module 114 determines that the 

segment 128. The modifiable and state data segments 126, data segment 108 has not been changed during the web user 

128 are in one embodiment formatted into compatible 55 update. Accordingly, the current data segment 108 reflects 

HTML language and stored on the web page 122. the original data segment 108 and the web user updated 

The modifiable data segment 126 is formatted to be current data, 

viewable on a browser 132. The modifiable data segment The transaction manager module 112 then updates the 

126 is also preferably formatted to be modifiable by a web current data segment 108 with the modifiable data segment 

user, e.g., by over-typing the displayed modifiable data eo 126. The end result is that the current data segment 108 is 

segment 126. Alternatively, the user may return a new now equivalent to the modifiable data segment 126, or 

modifiable data segment 126 which replaces the original reflects the modifiable data segment 126. In this manner, the 

modifiable data segment 126. Once the web user has modi- IMS 102 is updated and data integrity is maintained. It will 

fied the modifiable data segment 126, it is referred to as an be appreciated by one of skill in the art that this process may 

"updated modifiable data segment." 6 5 be repeated for any number of data segment 108. 

The state data segment 128 preferably accompanies the In the event that the current data segment 108 is not 

modifiable data segment 126 when the modifiable data equivalent to the state data segment 128, the comparison 
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module 114. determines that the current data segment 1*08 the IMS 102. A conventional IMS 102 may be utilized and 

has been updated. during the web user update. Thus, the user maintains its performance. 

has not updated a current copy of data segment 108. The invention further has the advantage of being self- 

In such an event, the^transaction manager module 112 ^ policing. If a web user does not return a modifiable data 
replaces the^momfiable^and state data segments. 126,1_28 / 5 segment 126, the web user's changes are not incorporated, 

with the current data segment 108. hfo changes are made to If a we b user does not return an update there is no loss to the 
the current data segment 108 . The. modifia^lejand sjate : .data^ server 118 or the IMS 102. No additional management is 
segments 126, l^are retransmitte^Q^he, remote site 130. , required if a requested data segment 108 is sent to a web user 
In one embodiment, the data segments 126, 128, are trans/ and never returned. Data transferability and bandwidth are 

mitted together with a'message to indicate that the original 10 becoming increasingly less expensive and may therefore be 

data segment 108 has been changed before the web user utilized to carry the state data. Memory storage is relatively 

completed the web user's update. The web user may then tie inexpensive, but managing huge amounts of memory stor- 

instructed to attempt another update. age at a central location on a scale anticipated for a web 

The locking of the current data segment 108 is conducted environment is an expensive proposition, 
only for a brief amount of time that it takes the generic 15 The invention takes advantage of current browser tech- 
transaction module 110 to retrieve the current data segment nology in that current browsers 132 currently employ suit- 
108 and compare it to the state data segment 128. The able mechanisms to access and transmit a web page 122 
comparison is a relatively short duration as it is performed intact. The browser 132 interprets the web page 122 as it is 
within the IMS 102. It is necessary to lock the current data shown on a display screen. The web page 122 ©an_be_sent 
segment 108 for this brief period of time in order to ensure 20 back to the server 118 and may inc lude various fields within 
that data integrity is maintained. If the state data segment the web page 122 which m ay be dis playflhle. nr nnt The 
128 is equivalent to the data segment 108, the lock is server module 120 is to parse a web page IZZ to discarj or 
terminated after the current data segment 108 is updated to keep any fields or ite ms as desired. 

reflect the modifiable data segment 126. If the current data Referring to FIG. 3, shown therein is one embodiment of 
segment 108 is not equivalent to the state data segment 128, 25 a data segment table 148 containing examples of modifiable 
the lock is terminated at the end of the comparison. and state data segments 126, 128. The data segment table of 
In this manner, the states of the data segments 108 are FIG. 3 is shown as it would be displayed to a web user. In 
kept external to the IMS 102. The only expense is a slight one embodiment, the data segment table 148 includes modi- 
increase in the amount of data transferred across the Internet 3Q fiable data segments 152, 154 in the form of rows of data 
30. However, the invention solves the problem of U attributes 150. The modifiable data segments 152, 154 are 
maintaining, storing, and constantly updating state data at returned, based on a web user's request. Thus displayed, a 
the IMS 102. Furthermore, the present invention maintains web user may review the modifiable data segments 152, 154 
a consistent optimistic locking protocol that protects the data and make any desired updates. 

segments 108 from unintended changes. 35 FIG. 4 shows the data segment table 148 in its entirety. As 

To recap, the web page 122 is set up to display data in FIG. 3, the data segment table 148 includes data attributes 

segments 108 which satisfy a web user's request. These data 150 making up modifiable data segments 152, 154. The data 

segments 108 are duplicated into modifiable and state data segment table 148 also includes state data segments 156, 158 

segments 126, 128 by a data segment duplicator module. corresponding to the modifiable data segments 152, 154. As 

The state data segment 128 is a hidden copy and cannot be 40 discussed, the state data segments 156, 158 are preferably 

changed. The whole web page 122 is sent to the user with not displayed to a web user and may not be updated by a web 

both the modifiable and state data segments 126, 128. The user.^ - 

modifiable and state data segments 126 and 128 are returned FIG. 5 shows the data segment table 148 with a now 

to the IMS 102 with any updates to the modifiable data updated modifiable data segment 152. FIG. 5 differs from 

segment 126. 45 FIG. 4 in that the modifiable data segment 152 has been 

Every time a web user returns the modifiable data seg- updated to reflect a new extension number. It should be 

ment 126 with an update, the state data segment 128 is noted that the corresponding state data segment 156 has not 

returned with it. Throughout all transmissions, these dual been changed and remains constant. The modifiable data 

data segments are transmitted. Hie IMS 102 receives the segment 154 has not been updated in FIG. 5 to illustrate that 

unchanged state data segment 128 in order to determine 50 updates may or may not be made, at the discretion of the web 

whether the current data segment 108 has changed. If there user. 

has been j^changejo.the.current data segment, theJMS 102 All data segments 152, 154, 156, 158 are returned to the 

can .reject thejipdate_and send;notice back tojnformthe wel? server 118 and processed by the server module 120. The 

user that the current data segment 108 has changed since tti? server module 120 parses out the data segments 152, 154, 

web user lasfsaw ^ 55 156, and 158 and sends them to the server-side interface 

the web user '^ c^geTtoJhe modifiable data segment 126. module 116. Comparison of the current state of the data 

If the current data segment 108 has not changed, the IMS segments 108 to the state data segments 156, 158 is per- 

102 proceeds and applies the user's change. formed in the manner previously discussed. Confirmation of 

The invention allows for scaling for many more additional the current state of state data segment 156 allows an update 

web users without depleting central resources found in the 60 based on the change to modifiable data segment 152. y 0 ^ 

server 118 and the IMS 102. The invention allows for Referring to FIG. 6, shown therein is a flow diagram 

maintenance of optimistic locking and database integrity and which incorporates one embodiment of a method of use of 

allow updates from a web browser environment. As long as the System 100 of FIG. 2. In a step 200 of FIG. 2, a request 

the server 118 and the IMS 102 can handle the transaction for data is received from a user. In step 202, the IMS 102 

rates, scalability for many more users is possible. Thus, 65 performs a search and retrieves one or more data segments 

depletion of central resources, which would prevent 108 which satisfy the search request. In a step 204, the data 

scalability, is avoided by maintaining state data external of segment 108 is duplicated by the server side interface 
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module 116 of FIG. 2 to create modifiable and state data 
segments 126, 128. 

In a step 206, the modifiable and state data segments 
126,128 are delivered to the remote site 130. As previously 
explained, the modifiable data segment 126 may be updated, 5 
whereas the state data segment 128 preferably remains 
constant. 

In a step 208, the modifiable data segment 126 is dis- 
played to a web user. In a step 210 the web user may update 
specific attributes of the modifiable data segment 126. In a 10 
step 212, the modifiable and state data segments 126, 128 are 
returned to the server 118. 

In a step 214, the state data segment 128 is compared with 
a current data segment 108 which has remained in storage in 
the IMS 102. In a step 216, a determination is made for 
equivalence between the state data segment 128 and the 
current data segment 108. If equivalent, the process contin- 
ues to a step 218. In the step 218, the attributes of the current 
data segment are updated to reflect the attributes of the 
modifiable data segment 126. The method then terminates at 
a step 220. 

If the state data segment 128, and the current data segment 
108 are not equivalent, then the method proceeds to step 
222. In step 222, the modifiable and end state data segments 2J 
126, 128 are updated to reflect the attributes of the current 
data segment 108. The method then continues back to step 
206 wherein the modifiable and state data segments 126, 128 
are delivered to the web user. In this manner, a web user is 
able to update the modifiable data segment 126 based on the 3Q 
current state. 

The present invention may be embodied in other specific 
forms without departing from its spirit or essential charac- 
teristics. The described embodiments are to be considered in 
all respects only as illustrative and not restrictive. The scope 35 
of the invention is, therefore, indicated by the appended 
claims rather than by the foregoing description. All changes 
which come within the meaning and range of equivalency of 
the claims are to be embraced within their scope. 

What is claimed and desired to be secured by United 40 
States Letters Patent is: 

1. An apparatus for allowing a user at a remote site to 
update data stored in a database while maintaining the 
integrity of the data using a client-side optimistic lock, the 
apparatus comprising: 45 

a processor for executing instructions; and 

a memory device storing modules executable by the 

processor, the modules comprising: 

a transaction manager module configured to retrieve an 
original data segment from the database in response 50 
to a search request from the user; 

a data segment duplicator module configured to gen- 
erate two copies of the original data segment, a 
modifiable data segment to be modified at the remote 
site and a state data segment to be unaltered for 55 
transmission to the remote site; and 

a comparison module configured to receive an updated 
modifiable data segment and the state data segment 
from the remote site and compare the state data 
segment with a current data segment to determine 60 
equivalence thereof and to lock and update the 
current data segment to reflect the updated modifi- 
able data segment upon a determination of equiva- 
lence. 

2. The apparatus of claim 1, further comprising a server 65 
adapted to effect communications between the data segment 
duplicator module and the remote site and wherein the data 



segment duplicator module comprises a server-side interface 
module configured to interact with the server to de fiver and 
receive data segments. 

3. The apparatus of claim 2, further comprising an IMS 
for managing the data stored in the database, and wherein 
the server-side interface module operates within the IMS. 

4. The apparatus of claim 2, wherein the server-side 
interface module is further configured to generate the state 
data segment into a non-displayable format. 

5. The apparatus of claim 3, wherein the server-side 
interface module is further configured to generate the modi- 
fiable and state data segments into HTML format. 

6. The apparatus of claim 1, wherein the comparison 
module is further configured to compare the state and 
current data segments to determine non-equivalence, and to 
update the modifiable and state data segments to reflect the 
current data segment upon non-equivalence. 

7. The apparatus of claim 6, wherein each data segment 
comprises data attributes and the comparison module is 
further configured to determine equivalence and non- 
equivalence based on a comparison of the data attributes of 
the state and current data segments. 

8. The apparatus of claim 6, wherein the transaction 
manager module is further configured to lock the current 
data segment during comparison of the state and current data 
segments by the comparison module. 

9. A method for accessing a database across a network and 
updating data stored on the database while maintaining data 
integrity via a client-side optimistic lock, the method com- 
prising: 

retrieving an original data segment in response to a search 
request received from a remote sire on the Internet; 

generating two copies of the original data segment, a 
modifiable data segment to be modified at the remote 
site and a state data segment to be unaltered; 

transmitting the modifiable data segment and the state 
data segment to the remote site; 

receiving an updated modifiable data segment and the 
state data segment from the remote site; and 

comparing the state data segment with a current data 
segment in the database. 

10. The method of claim 9 further comprising updating 
the current data segment to reflect the updated modifiable 
data segment upon a determination that the state data 
segment and the current data segment are equivalent. 

11. The method of claim 9 further comprising: 
updating the modifiable and state data segments to reflect 

the current data segment upon a determination that the 
state data segment and current data segment are non- 
equivalent; and 
retransmitting the modifiable and state data segments to 
the remote site. 

12. The method of claim 9, further comprising: 
updating, at the remote site, the modifiable data segment 

to reflect user preferences; and 
maintaining the state data segment constant. 

13. The method of claim 9, wherein each data segment 
comprises data attributes and wherein comparing the state 
data segment with the current data segment further com- 
prises comparing the data attributes of the state data segment 
and the data attributes of the current data segment. 

14. The method of claim 9 further comprising locking the 
current data segment during the step of comparing the state 
data segment with the current data segment. 

15. The method of claim 9, wherein transmitting the 
modifiable data segment and the state data segment to the 
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remote site comprises transmitting the modifiable data seg- 
ment and the state data segment over the Internet. 

16. A method for accessing a database across a network 
and updating data stored on the database while maintaining 
data integrity comprising: 

retrieving an original data segment in response to a search 
request received from a remote site on the Internet; 

generating a modifiable data segment and a state data 
segment based on the original data segment; 

transmitting the modifiable data segment and the state 
data segment to the remote site, wherein transmitting 
the modifiable data segment and the state data segment 
to the remote site further comprises formatting the 
modifiable data segment and the state data segment into 
HTML; 

receiving an updated modifiable data segment and the 
state data segment from the remote site; and 

comparing the state data segment with a current data 
segment in the database. 

17. A method for accessing a database across a network 
and updating data stored on the database while maintaining 
data integrity comprising: 

retrieving an original data segment in response to a search 
request received from a remote site on the Internet; 

generating a modifiable data segment and a state data 
segment based on the original data segment; 

formatting the state data segment into a non-displayable 
format; 

transmitting the modifiable data segment and the state 

data segment to the remote site; 
receiving an updated modifiable data segment and the 

state data segment from the remote site; and 
comparing the state data segment with a current data 

segment in the database. 

18. A computer readable medium having stored thereon 
computer executable instructions for performing a method 
for accessing a database and updating data on the database 
in a stateless network environment while maintaining data 
integrity, the method comprising: 

retrieving an original data segment in response to a search 
request using a stateless protocol received from a 
remote site on the network; 

generating two copies of the original data segment, a 
modifiable data segment to be modified at the remote 
site and a state data segment to be unaltered; 

transmitting the modifiable data segment and the state 
data segment to the remote site using a stateless pro- 
tocol; 

receiving an updated modifiable data segment and the 
state data segment from the remote site; and 

comparing the state data segment with a current data 
segment in the database. 

19. The computer readable medium of claim 18 wherein 
the method further comprises updating the current data 
segment to reflect the updated modifiable data segment upon 
a determination that the state data segment and the current 
data segment are equivalent. 

20. The computer readable medium of claim 18 wherein 
the method further comprises: 

updating the modifiable and state data segments to reflect 
the current data segment upon a determination that the 
state data segment and current data segment are non- 
equivalent; and 

retransmitting the modifiable and state data segments to 
the remote site. 
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21. The computer readable medium of claim 18 wherein 
transmitting the modifiable data segment and the state data 
segment to the remote site further comprises formatting the 
modifiable data segment and the state data segment into 

5 HTML. 

22. The computer readable medium of claim 18 wherein 
the method further comprises formatting the state data 
segment into a non-displayable format. 

23. The computer readable medium of claim 18 wherein 
10 the method further comprises: 

updating, at the remote site, the modifiable data segment 

to reflect user preferences; and 
maintaining the state data segment constant, 
is 24. The computer readable medium of claim 18 wherein 
each data segment comprises data attributes and wherein 
comparing the state data segment with the current data 
segment further comprises comparing the data attributes of 
the state data segment and the data attributes of the current 
20 data segment. 

25. The computer readable medium of claim 18 wherein 
the method further comprises locking the current data seg- 
ment during the step of comparing the state data segment 
with the current data segment. 
25 26. The method of claim 18 wherein transmitting the 
modifiable data segment and the state data segment to the 
remote site comprises transmitting the modifiable data seg- 
ment and the state data segment over the Internet. 
27. A method for database update in a stateless environ- 
30 meul that allows updates without locking the database or 
tracking update requests by the database management 
system, comprising: 

sending, to a client-portion of a requestor, two copies of 
state data, one to be modified and the other left 

35 

unaltered, over a communications network, the state 
data reflecting the state of the data in the database when 
sent; 

receiving, from the requester, modified data and the state 
40 data, the modified data being modified state data and to 

be used to update the database; and 
if the state data is equivalent to the current data in the 

database, updating the database to reflect the modified 

data. 

4 5 28. A method as recited in claim 27 wherein sending is 
accomplished using HTML pages transported according to 
the Hyper-Text Transport Protocol. 

29. A method as recited in claim 27 wherein the client- 
portion of a requestor is a web browser processing HTML 

50 P a g e s, sending is accomplished using HTML pages trans- 
ported according to the Hyper-Text Transport Protocol, and 
sending the two copies of state data comprises sending one 
to be modified that is viewable on the browser and the other 
left unaltered that is hidden from view on the browser. 

55 30. A method as recited in claim 27 wherein the current 
data is locked while being compared to state data for 
equivalence and if equivalent, updating the database. 

31. A method as recited in claim 27 further comprising: 
if the state data is not equivalent to the current data, 

60 sending, to the requestor, the current data as the new 
state data. 

32. An article of manufacture comprising a computer 
program carrier embodying one or more instructions that, 
when used by a computer, causes the computer to perform 

65 the method as recited in claim 27. 

***** 
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